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HNucTpykuus ajs o0yqaromuxcs 1no odecnedyeHn 0 HHGOpMaMOHHOH 0€30NACHOCTH NPH
HCII0JIL30BaHNH ceTH «MHTepHeT» B y4eOHbIX Ka0MHeTax, B KOTOPBIX OCYIIeCTBJISICTCS
poctyn B cetb «AHTEpHET»

C KaxJbIM roJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbLIE, a IIKOJIBHUKU OJHU U3
CaMbIX aKTUBHBIX IOib30Barenel PyHera. Mexnay TeM, IOMHUMO OIPOMHOIO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT M MpOoOJIeMBbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HaXOJUTHCS B CETH.

KoMnbroTepHbie BUPYCBhI

KoMmnbrotepHslii  BUpyc - 3TO  Pa3HOBUAHOCTb  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEILHOW OCOOEHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXeHHio. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTBIO YHUUTOXUTH Bce (ailiibl u
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro Oblia 3amylleHa 3apa’keHHas
IporpamMma, a TaKXe IOBPEIUTh WIH AaKE€ YHHUYTOXHUTh OINEPALMOHHYIO CHCTEMY CO BCEMH
¢aitnamu B 11enoM. B 001bIIMHCTBE Clly4aeB pacpOCTPAaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1p1 3aIIUTEl OT BPEJOHOCHBIX MPOTpamMM:

1. Mcnonb3yil COBPEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHB
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrostHHO ycTaHaBIMBai MayTH (LUQPPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKU
YCTAQHABJIMBAIOTCS C IeNbI0  J0pabOTKM MporpamMMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanroHHOM cuctembl. CkaunBai UX TOJBKO ¢ oumansHoro caiita pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE IO MpaBaMHU IOJIb30BATENS, @ HE aIMUHUCTPATOPA.
OTO HE TMO03BOJIUT OOJBLUIMHCTBY BPEIOHOCHBIX MpPOrpaMM HHCTAZIMPOBATHCS Ha TBOEM
IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE ITPOTPAaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;



5. Orpaanub PU3NUECKHUIA TOCTYIT K KOMIIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Ucrionp3yil BHEIIHUE HOCUTEIN MHPOPMAIIUK, TaKue Kak Quietika, TUCcK uin dania u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He otkpbiBaii KOMIbIOTEpHBIC (DaiiiIbl, MOJYyYCHHbIE U3 HEHAJEKHBIX HUCTOYHUKOB.
Haxe te Qaitnpl, KOTOpbIE TPHUCIal TBOW 3HAKOMBIN. Jlydille yToOuHM y HETO, OTIPABIISI JIK OH
Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BuJ niepeiayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIIIbL OpeH I, Mapka. Ere
B 1991 rony Hunepnaniackas kommanus 3apeructpupoBasia opern "WECA", uto o6o3Havaiio
cinoocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHas TOYHOCTH'".

Jlo Hamero BpeMeHH Jomuia Apyras abOpeBwarypa, KOTOpas SIBISETCS TaKOW ke
TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIIEH 3BYKOBOM TexHuku Hi-Fi, uTo B nmepeBojie 03HavaeT "BbICOKAst TOYHOCTH".

Jla, GecrimaTHBI MHTEPHET-AOCTYI B Kade, OTeNnsX U a’dponopTrax SBISETCS OTIHMYHOM
BO3MOXXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE AKCHEepPTHl CYMTAIOT, YTO 00menocTymnubie Wi-
Fi cetn He sBisrOTCS O€30TIaCHBIMU.

CoBeThl 110 6€30MaCHOCTH pabOThI B 00MIEI0CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyto uHdopmanuio yepe3 oOmenoctynueie Wi-Fi ceru.
Paboras B HUX, *KeNaTeNnbHO HE BBOJUTH MApOJIH JOCTYIIA, JJIOTHHBI U KaKKe - TO HOMEpa;

2. Vcnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE MTPOrpaMMbl U Opanamayep. Tem cambIM Thl
obe3omacuib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuun Wi-Fi otkmioun Qynkmuto "OOmuit poctyn k daitnam u
npuntepam". JlaHHas (GYHKIUS 3aKpbhITa MO YMOJYaHHIO, OJHAKO HEKOTOpBIE IMOJIb30BATEIU
aKTUBUPYIOT €€ AJisl y100CTBa NCIOJIb30BaHus B paboTe nin yueoe;

4. He ucnons3yit nyonuunbii WI-FI nns nepepauu JAMYHBIX J@HHBIX, HAOpUMEp JUIS
BBIXO/Ia B COIMANIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. HUcnone3yit Tonpko 3amuiieHHoe coenuHenue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOunbHOM Tenepone otkmoun  pyaknuioo "Tlomkimrouenne k- Wi-Fi
aBromatuyecku". He momyckaili aBTOMaTu4ecKoro MmoAKII0UEHUs yeTpoiicTBa K ceTsm Wi-Fi 6e3
TBOETO COIJIACHsl.

CouuajgbHble CeTH

ConuanpHble CeTH aKTHMBHO BXOJST B HAIly XW3Hb, MHOTHE JIIOIU PaOOTAIOT U JKUBYT

TaM TOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUIMapa 4eIOBEK, YTO SIBISETCS OTHOU

CGI[BMOIE BCEX JKHUTeJeHW mmiIaHeThl. MHOTHE II0JIb30BaTeId HE INOHUMAKOT, 4YTO HH(bOpMaHI/ISI,



pa3MeIleHHas UMU B COIIMANIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIIOJIb30BaHa KEM YrOJHO, B
TOM 4HCJI€ HE 00513aTeNbHO ¢ OJ1aruMu HaMEePEHHSIMH.

OcHOBHBIE COBETHI IO O€30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannyb cnucok apy3ei. Y TeOs B Jpy3biX HE JOJDKHO OBITH CIy4allHBIX U
HE3HAKOMBIX JIIO/ICH;

2. 3ammimaid CBOIO YacTHYIO JXKWM3Hb. He ykaswiBail maposin, TenedoHbl, ampeca, IaTy
TBOETO POXICHHUS U JIPYTyIO JUYHYIO WHPOpPMANHIO. 3J0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUNIAHUPYETE MPOBECTH KAHUKYIIBI,

3. 3amuiail cBOK peryTaluio - AepKH €€ B YMCTOTE U 33/aBail cebe Bompoc: XxoTen Obl
ThI, YTOOBI JAPYTUE MOJIB30BATENU BUACIH, YTO Thl 3arpyxaeuisb? [logymail, mpexae 4em 4To-To
OITyOJIMKOBAaTh, HAMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILB C JHOAbMH, KOTOPBIX HE 3HAEIlIb, HE HCIOIb3YH CBOE pEeaIbHOE UMS
U IPYTYI0 JTUYHYIO0 HH(OOPMALIUU: UM, MECTO )KUTEIHCTBA, MECTO y4eObl U IPOYEE;

5. U30eraii pazmenienus ¢ororpaduii B UHTEepHETE, T1Ie ThI U300pa’keH HA MECTHOCTH,
10 KOTOPOIl MOXHO ONPEAEIUTh TBOE MECTOIOJIOKEHHE;

6. IIpu peructpauuy B COLMAIBLHONW CETH HEOOXOIUMO HCIIOJIb30BATh CIIOKHbBIE M1APOJIH,
cocrosiue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHeEe §;

7. OAnst counanbHON CETH, MOYTHI U IPYTHX CaWTOB HEOOXOJUMO HCIIONb30BATh pPa3HbIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Ccpa3y.

DJIeKTPOHHbBbIE IEeHbI'H

DJNEeKTPOHHBIE JEHbIH - 3TO OYEHb YNOOHBIH CHOCO0 IUIaTeXeH, OJHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh 3TH JI€HBIH.

DONEeKTPOHHBIE NEHBI'M MOSBUINCH COBCEM HEJIABHO M MMEHHO H3-3a 3TOr0 BO MHOTIHX
rocyapcTBax /10 CUX IMOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM GYHKIMOHUPYIOT M O HUX YK€ IPOMMCAHO B 3aKOHE, TJIE€ UX Pa3JelsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE M HE aHOHMMHBIE. Pa3HuIia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH oOmepanuu 0e3 uIeHTU(UKAUWU T[O0Jb30BaTeNns, a B
HEAHOHHWMHBIX UACHTU(UKALINS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxoke cienyer pa3nuyarh 3JEKTPOHHBIE (pUaTHBIE JEHBIM (PaBHBI TOCYAApCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE PaBHBI TOCYJAPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. IIpuBsku K cyeTy MOOWIBbHBIN TenedoH. DTO caMblif yIOOHBINH U OBICTPBHIN CIIOCOO
BOCCTAHOBUTH JOCTYN K cyery. lIpuBsizaHHBI TenepoH IMOMOXKET, ecnu 3adynemb CBOU

IJIATEKHBIN [TapOJIb UM 3aliIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonb3yii ogHopaszoBsie maposn. [locie nepexona Ha yCUIIEHHYIO aBTOPU3AIINIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTb KpaXKH WJIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. Boibepu cnoxssiii mapodib. IIpectynmHukam OyAeT HE MPOCTO YyrajaTh CIOMXKHBIN
naposb. HanexxHble mapoiiv - 3T0 naposid, KOTOphIE COIEpKAaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B
ce0st CTpOUYHbIE U MPOMUCHBIE OYKBBI, HU(PHI M HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.1. Hammpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIELLIb.

DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs M0YTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH IO MEPEChUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOLICHHM, KOTOpBIE paCIpeAeNsiioTcs B KOMIIBIOTEPHOH CETH.
O6bruHO ANEKTPOHHBIN MIOYTOBBIN SIIIUAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMS_TIONIb30BATESI(@UMSL_JOMEeHa. Taikke KpoMe TMepeladyd MpOCTOTO TEKCTa, HMEeTCs
BO3MOXKHOCTh TepeaaBaTh (paiibl.

OcHoBHbIE COBETHI 110 0e301acHOi paboTe ¢ INMEKTPOHHON OYTOM:

1. Hamo BBIOpaTh MpaBHIIBHBIA TOYTOBBIA CepBUC. B MHTEpHETE €CTh OIPOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4llle JOBEPATh TEM, KOTO 3HAEUIb U KTO IEPBLIN B
pEUTHHTE;

2. He ykaspiBaif B 1uuHO# moute nauuHyl0 uHpopmanuio. Hampumep, nydiie BoIOpaTh
"My3bIKaibHbIN (aHaT@" nau "pok2013" BMecTo "Temal3";

3. Ucnonp3yit ABYyXATaHYyI0 aBTOPU3AIUIO. DTO KOTJIa TOMUMO IMapOJisi HY>)KHO BBOJUTH
KOJ, IpUchbUIaeMblii mo SMS;

4. BoiOepu cnoxHbI maposb. s KakAoro MoYTOBOrO ALIMKA JOJKEH OBITh CBOU
HaJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJlb;

5. Ecam ecTb BO3MOYKHOCTh HAaIllMUCAaTh CAMOMY CBOW JIMYHBIA BOIIPOC, MCHOJB3YH 3Ty
BO3MOKHOCTb;

6. Vcnonb3yli HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBBIif A1 4acTHOM NEPEnuCKU C
azpecaTamMH, KOTOPBIM Tbl JOBEpsEUIb. DTO 3JIEKTPOHHBIM agpec HE HAJO HCIIONb30BaTh IPU
peructpanuu Ha popymax u canTax;

7. He oTkpeiBaii (aiiyiel U Ipyrue BIOKEHUSI B MUChMax, AK€ €CIM OHW TMPHUILUIA OT
TBOUX Jpy3ei. Jlydile yTouHu y HUX, OTIPABISUTH T OHU TeOe 3TH (paiiisr;

8. Ilocne okoH4YaHUs1 pabOTHI HA TOYTOBOM CEPBHCE MEpe/l 3aKPhITHEM BKJIAIKU C CAUTOM
He 3a0y/1bp HaXaTh Ha "Beiidtu".

KuOepOy/utMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO



KubepOynauar - mpecienoBaHWe COOOIICHUSMU, COJCPKAIIMMHU  OCKOpPOJICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLUAIbHOE OOMKOTHPOBAHHUE C TIOMOIIBIO PA3IMYHBIX
MHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiicst B 60ii. Jlydmuii croco0: MOCcoOBETOBAThCSA Kak ce0sl BECTH W, €CIIM HET
TOT0, K KOMYy MOXHO OOpaTUThCS, TO BHauyaje YCHOKOWTbcs. Eciau Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe Pa30XiKellb KOH(IUKT;

2. YrpaBisii cBoeil KubepperyTaimei;,

3. AHOHMMHOCTH B ceTd MHUMas. CyIllIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHMT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTAHCKUI 00pa3 BUPTyalnbHOH XU3HU. VIHTEpHET UKCUpYyeET BCe
TBOU JICHCTBUS U COXPAHACT UX. Y IAUTh UX OyAET KpailHe 3aTpyIHUTEIBHO;

5. Cobunroiait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuun4Hblii HeraTuB. OJHOPa30Bbie OCKOPOUTENbHBIE COOOIICHUS JTyUIIIe
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaliaeTcs Ha Ha4ajabHOU CTaauy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COLIUATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEICTICHHBIX a[PECOB;

8. Ecam Tel cBugerens kubepOymnuHra. TBoum [eHCTBUS: BBICTYNHTH MPOTHB
mpecieoBaTeNs, MoKa3aTh €My, YTO ero JCHCTBUS OLIEHWBAIOTCS HETaTUBHO, IMOJJEPKaTh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrHMYEcKas IIOMOIlb, COOOLIUTH B3pOCIBIM O (akre
arpecCUBHOIO MOBEJCHUS B CETH.

MoOunbHbIi TesedoH

CoBpemennble cMmapT(dOHBI W IUIAHIIETHI COAEpPKAT B ce0e BIIOJHE B3POCIHbIN
(GyHKIIMOHAJ, W TENepb OHU MOTYT KOHKYpHUPOBAaTh CO CTAllMOHAPHBIMH KOMIIbIOTEpaMHU.
OpnnHako, CpeJCTB 3allUThI AJIs MOJOOHBIX YCTPOMCTB MOKA O4YEHb Mallo. TecTupoBaHHE U MOUCK
ySI3BUMOCTEH B HUX IMPOUCXOIUT HE Tak MHTEeHCUBHO, Kak s [IK, To ke camoe kacaercs u
MOOUITBHBIX MPUIIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXkKe MPaKTUYECKU JAOTHAJIM HACTOJbHbIE aHAJIOTH,
OJIHAKO pacmMpeHre (yHKIMOHAIA BJIEYET 3a COO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH TSI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30IMaCHOCTA MOOMIIBHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosIIeMy OecrulaTHBIM. bynb ocToposkeH, Beib Korjaa tebde

npeiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe - TO IJIATHBIC YCIYTH;



Hymaii, mpexae 4em ormpaBuTh SMS, ¢oto unmu Bumeo. Tel TOYHO 3HAENIb, TJIE OHHU
OyIyT B KOHEYHOM HUTOTE?

Heo6x0a1Mo 0OHOBIISATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUIIBHBIX TeNe(OHOB,;

He 3arpyxail npuiaokeHus: OT HEU3BECTHOI'O MCTOYHHUKA, BEIb OHM MOTYT COIEPKaTh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeYeHHE;

[Tocne Toro kak THI BBIMIEIIb C caiiTa, TA€ BBOAWI JUYHYIO MHPOPMALUIO, 3alu B
HACTpOIiKu Opay3epa u ynanu cookies;

Ilepuoguuecku mpoBepsid, Kakue ILIATHBIE YCIYI'M aKTHBHPOBAaHBI Ha TBOEM HOMEpE;
JlaBaii cBolf HOMep MOOMJIBHOrO Tejne(OoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HAEllb M KOMY
JIOBEpsiCLIb;

Bluetooth momkeH OBITH BBIKITIOUEH, KOTAA THl UM HE MoJb3yenibest. He 3a0biBail mHOTIA
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbIE OHJANMH-UIPBl - O3TO KpacouyHble, 3axXBaThIBAIOIIUE pa3BJICUYCHUS,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. Urpoku vcciaenyroT JaHHBIA UM MM,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3a/laHUsl, CPaXaroTCsd ¢ MOHCTPaMM U MOJIY4YaroT OIIBIT.
3a yJOBOJILCTBHE OHHU IJIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM HpUoOpeTaroT
KaKHe-TO OILUH.

Bce atu cpenctBa uMIyT Ha MOJJEpKAHME W pA3BUTHE UIPHl, a TaKKe Ha camy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPH3Al[MHM, BBIMYCKAIOTCSI HOBBIE MAaTYU
(un¢poBbIe 3aMIaTKU JIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nono6HBIX uUrpax CTOMT oracaTbcs HE CTOJBKO CBOMX CONEPHHMKOB, CKOJBKO KpPaXu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30M1aCHOCTH TBOETO UTPOBOT'0 aKKAyHTa:

1. Eciau apyroit urpok Beaet ceOs MI0Xo WM cOo3AaeT Tebe HeNPHUATHOCTH, 3a0I0KUpPYM
€ro B CIIMCKE UTPOKOB;

2. lloxanyiics aAMUHUCTpaTOpaM UIPbl Ha IIOXO€ IIOBEAEHUE JTOTO0 WIPOKA,
KeJaTeIbHO TPUIIOKUTh KaKHe-TO OKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycTanaBnuBaii HeopUIMaIbHbIE TATYH U MOJIBI;

6. Mcrionb3yit clI0XKHBIE U Pa3HBIE TAPOIIH;

7. Jlaxe BO BpeMs MIpPbl HE CTOUT OTKJIOUYaTh aHTUBUpYC. [loka ThI Wrpaemb, TBOHI

KOMIIBIOTEP MOTYT 3apa3uTh.



OUIIMHT WIM KPa’Ka JUYHBIX JAHHBIX

OObIuHON Kpaxkel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOrO HE YIAWBHINb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUIEHHUKH IIEPEMECTHWINCh B HMHTEPHET, U
IPOJIOJDKAIOT 3aHUMAThCA ""MOOMMBIM" 1€7I0M.

Tak nmosiBuiIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UILNHT, IJ1aBHAs 1EJb
KOTOPOI'O COCTOMT B IOJYYEHMHM KOH(PUICHIMAIbHBIX MAHHBIX I10JIb30BATENC - JIOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas o,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPBLOE ¢ PUITHHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciam Tl mojo3peBaelllb, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUThH aIMUHUCTPATOPAM pecypca 00 3ToM
KaK MOXHO CKOpEE;

2. Ucnonp3yit 6e30nacHble BeO-caiiThl, B TOM YHCIIE, UHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;

3. Ucnonw3yit ciioxkHBIE U pa3Hble Mapoiau. Takum oOpa3oMm, eciid TeOs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKY TOJIyYaT JOCTYH TOJIbKO K OJHOMY TBOEMY IMPOQUIIIO B CETH, a HE KO BCEM;

4. Eciin TeOs B3j10Mai, TO HEOOXOAUMO MPENyNpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no0aBiieHbl y T€O0s B IpY3bsIX, O TOM, YTO TeOs B3JOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
pacchlIaThes CIaM U CChUIKHM Ha (PUITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOUITBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpeiBaii ¢ailiel U Ipyrue BIOKEHHUS B MUCbMAax, Jake€ €CIM OHM HPUILIH OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

Hudposas penyrauus

Hudposas pemyranus - 3T0 HEraTUBHAs WU MO3UTUBHAs MH(OpMalMs B ceTH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThcsi Ha TBOeW peanbHOW Xu3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIHA
bopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBOE MecTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKalUy JUYHON MH(OpMaIuM B
WnuTepHere, He MOHUMAsi BO3MOKHBIX MOCNEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThbCs O TOM,
yT0 (hoTorpadus, pazmerieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHAITH Te0s Ha padoTy.

KommenTapuu, pasmemieHue TBOMX ¢ororpaduil U Japyrue JIeHCTBHS MOTYT He

HCYC3HYTb [JaKC IIOCJIC TOr'o, KaK Tbl HUX YyJIaJIWIIb. Tel HE 3HACllb, KTO COXpaHWJI JOTY



uH(pOpMallKIO, ToNaJia U OHAa B MOMCKOBBIE CUCTEMBI U COXpaHWIACh JIM OHA, a TJIABHOE: 4TO
MOAYMAIOT O TeOe OKpyKarolue JI0AU, KOTOphle HaWIyT W YBHIAT 3To. Haiitn mHpOpMaImio
MHOTO JIET CIIyCTS CMOJKET JI000H - Kak M3 J0OpbIX MOOYKACHHH, TaK M C HaMEpPEHHEM
NPUYUHUTH BPEI. ITO MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaLNU:

1. Tlogymaii, mpexkae 4eM 4TOo-TO MyOJIMKOBaTh U IepeaaBaTh y cebs B Oyiore uiu B
COIIMAILHOM CETH,

2. B Hactpoiikax nmpoduis yCTAaHOBH OTpaHHYEHUSI HA IPOCMOTP TBOETO MPOPUIS U €T0
COAEP)KUMOTO, CIIeTai ero TOJbKO "I apy3en";

3. He pa3memaii u He yka3biBail HHPOpMAINIO, KOTOPasi MOXKET KOro-IM00 OCKOpPOIAThH
WA OOMIKATh.

ABTOpCKOE IPaBoO

CoBpeMeHHbIE MIKOJIBHUKMA - AaKTHUBHBIE IMOJIb30BAaTeNH LU(PPOBOrO MPOCTPAHCTBA.
OpnnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHHE MHOTUMHU BO3MOXKHOCTSIMHU IU(POBOro MHUpa
TpeOyeT coOII0ACHNS TPaB Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTbD.

TepMun "uHTeMEKTyalbHas COOCTBEHHOCTh' OTHOCHUTCS K Pa3IWYHBIM TBOPEHUSIM
YeJI0BEUYEeCKOr0 yMa, HauMHasi C HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIOyrd, U 3aKaHyuBas KHUramu, Qororpadusmu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIJIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JTUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B KAYECTBE TApaHTUH TOTO, YTO
MHTEIJIEKTYaIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, JAAacT €My CIIpaBeIUBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ylbTaTax CBOEro TPy[Aa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3pernienust aBTopa He MOXKET BOCIPOU3BOAUTH €T0 IIPOU3BEACHUE, PACIIPOCTPAHSITD,
nyOJUYHO JIEMOHCTPUPOBATh, MPOJaBaTh, WMIIOPTHPOBATH, IMYCKaThb B TMPOKAT, ITYOJIMYHO
UCTIOJNTHSATH, IOKA3bIBATh/UCIIONHATE B AdUpe Win pa3Meniath B UHTepHeTe.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOTO 00eCTIeueHs] MOKET MPUBECTH K MHOTUM
pUCKaM: OT TIOTepU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOErO YCTPOMCTBa, TIE
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajibHbIE
u OecIIaTHbIE MPOTPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CereBu4ok.pp - TBOW TJIaBHBIM COBETYMK B CETH. 3JE€Ch ThI MOXEMNIb Yy3HATh O
0€30MacHOCTH B CE€TH TOHSATHBIM U JOCTYIHBIM SI3BIKOM, & TIPM BO3HHUKHOBEHUHM KPUTHUYECKON
CUTyalluu OOpaTHThCA 32 COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKYypcax M CTaTh CaMbIM

U(POBBIM TpaKTaHUHOM !



MYHUIUITIAJIBHOE BIOJ/DKETHOE OBIIEOBPA3OBATEJIBHOE YUPEX/IEHNE
«CAKCKAJ CPEAHAA HIKOJIA Ne 4 UM. I'EPOS COBETCKOI'O COIO3A ©.11. CEHYEHKO»
I'OPOJA CAKU PECITYBJIMKU KPbIM

(MBOY «Cakckas CIHI Ne 4 um. I'epost Coerckoro Coro3a @.1. CeHueHKO»)

«YTBEPXKJIEHA>

Hupexrop MBOY «Cakckas cpeauss

mrkosa Ne4

uM. ['epost CoBerckoro Coroza @.1.Cenuenko»

JLIO. KoBTenkas

UHCTPYKIUS JJISI OBYUAIOIINXCA Ob HH®OPMAIIMOHHOM
BE3OITACHOCTH

HEJIb351

1. BceM nmoapsin coo0miaTe CBOK 4YacTHYIO MH(OpMaLUIO (HacTosiiue ums, haMHIIuIo,
TenedoH, aapec, HOMEp MIKOJIBI, a Takke (GoTorpaduu CBOM, CBOCH CEMBbH H JPy3€ii);

2. OTKpBIBaTh BIOXKEHHBIE (haIIbI SJIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABHUTEIIS,

3. I'pyOuts, npuanpaThcs, OKa3bIBaTh AaBJICHHUE - BECTU Ce0s1 HEBEXKIIMBO U arpPECCUBHO;

4. He pacnopsbkaiics neHbramMu TBOEH ceMbHM 0e3 paspelleHMs CTapLIMX - Bcerza
CIIpalMBail poOJIUTEIIEH;

5. He Bctpeuwaiica ¢ VHTEpHET-3HAKOMBIMU B PEAJIbHOW JKHU3HU - IIOCOBETYHMCSA CO
B3pPOCJIBIM, KOTOPOMY J0BEpSEIlIb.
OCTOPOXHO

1. He Bce numyt npaBay. Yuraems o cebe Henpasny B MHTepHeTe - cooOu o0 3ToM
CBOMM POJIUTENSIM UJTU ONIEKYHaM;

2. [TpurnamaroT nepenuchBaThes, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOJBOXA;

3. He3akoHHOe konrpoBaHue ¢aiisoB B IHTepHETE - BOPOBCTBO;

4. Bcernma pacckasbiBail B3pOCIBIM O TIPoOIeMax B CETH - OHU BCET/1a IOMOTYT;

5. Ucnonb3yit HacTpoWKH O€30MacCHOCTH M TPUBATHOCTH, YTOObI HE MOTEPSATH CBOU
AKKayHTBI B COILICETAX M IPYI'HX MOpTalax.
MOKHO

1. YBaxaii Ipyrux mnojb30BaTeseH;

2. Ilonp3yembcss HTEpHET-UCTOUHHUKOM - JIENail CCBUIKY Ha HETO;

3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OO6maThCs 32 MOMOILBIO B3POCIBIM - POJUTEIH, ONEKYHbl U aJMHUHHUCTPALUS CANTOB

BCE€raa IIOMOT'YT,



5. Ilpoitnm oOydenue Ha caite "CeTeBHYOK" © TMOJy4yd TACmopT LH(PPOBOTO
rpaxaaHvHa!

MNMopnucaHo yndpposon

>KO BTeL'.Ka}:I nognucblo: PKoBTeukas Jiogmuna

lOpbeBHa
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